Component 7: Section  2

The Information  Challenge : Effective  Policies

Overview

This guidance from Jisc is on ensuring that the risks associated with information and communication technologies (ICT) are recognised and managed. The guidance is not Prevent specific in its entirety but the key message is that, provided organisations are managing their ICT systems to comply with best practice, they should be in a good position to meet the requirements in the Prevent statutory guidance.

In the context of the duty to give consideration to web filtering, Jisc offers a web filtering and monitoring framework. An online training package detailing how filtering can help is now available – details can be found on the Jisc website: www.jisc.ac.uk.

What is cyberspace?

Cyberspace is an interactive domain made up of digital networks that is used to store, modify and communicate information. It includes the internet, but also the other information systems that support our businesses, infrastructure and services. Common usage of the term also refers to the virtual environment of information and interactions between people.

Information is critical to today’s business

Information and the ICT that store and process it are critical to business success. Institutions’ intellectual property, confidential or sensitive information provide competitive advantage, whether in the form of a product design, a manufacturing and industrial control systems process or a negotiating strategy. At the same time the need to access and share information more widely, using a broad range of connecting technologies is increasing the risk to the corporate information base.

What is information?

Information, whether financial or about people and systems, is the lifeblood of any organisation. Yet, with increasing automation and interconnectivity of information systems, a compromise in one area could impact the entire organisation and its customers. Information is everywhere, from customer-facing systems (ATMs, points of sale, mobile phones), to business systems (research data and other intellectual property, management and customer relationship information) and operational systems (safety, protection, process control). When identifying information assets, all of these different areas need to be taken into consideration.

Compromise of information assets can damage companies

Compromise of information through, for example, staff error or the deliberate actions of an outsider could have a permanent or at least long-term impact on a business. A single successful attack could destroy an institution’s financial standing or reputation. Information compromise can lead to material financial loss through loss of productivity, of intellectual property, reputational damage, recovery costs, investigation time, regulatory and legal costs. This could lead to reduced competitive advantage, lower market share, impact on profits, adverse media coverage, bankruptcy, or even, where safety-critical systems may be concerned, loss of life.

In addition to an accurate picture of those information assets that are critical to business success, university executive management, board and senior managers will wish to reassure themselves that they have regular up-to-date information on the threats and known business vulnerabilities in order to make informed information risk decisions. 

We can all name companies whose cyber security has been very publicly compromised: where it has happened, this has caused tangible damage. No business or institution is immune to such attacks.

Many players pose a risk to information

There are many types of people and organisations who pose a risk to business information assets:

· Cyber criminals interested in making money through fraud or from the sale of valuable information.
· Industrial competitors and foreign intelligence services, interested in gaining an economic advantage for their own companies or countries.
· Hackers who find interfering with computer systems an enjoyable challenge.
· Hacktivists who wish to attack companies for political or ideological motives, or just to show they can.
· Employees, or those who have legitimate access, either by accident or deliberate misuse.

It’s not just about the technology

Many attempts to compromise information involve what is known as social engineering, or the skilful manipulation of people and human nature. It is often easier to trick someone into clicking on a malicious link in an email that they think is from a friend or colleague than it is to hack into a system, particularly if the recipient of the email is busy or distracted. And there are many well-documented cases of hackers persuading IT support staff to open up areas of a network or reset passwords, simply by masquerading as someone else over the phone.

The key is effective enterprise-wide risk management and awareness

Being aware of potential threats is a normal part of risk management across the private sector. Alongside financial, legal, HR and other business risks, companies need to consider what could threaten their critical information assets and what the impact would be if those assets were compromised in some way. The key is mitigating the majority of risks to critical information assets and being better able to reduce the impact of and recover from problems as they arise.

What are the threats?

The internet is revolutionising our society by driving economic growth and giving people new ways to connect and cooperate with one another. Falling costs mean accessing the internet will become cheaper and easier, allowing more people in the UK and around the world to use it, ‘democratising’ the use of technology and feeding the flow of innovation and productivity. This will drive the expansion of cyberspace further and, as it grows, so will the value of using it.

Some of the most sophisticated threats to the UK in cyberspace come from other states which seek to conduct espionage with the aim of spying on or compromising our government, military, industrial and economic assets, as well as monitoring opponents of their own regimes. ‘Patriotic’ hackers can act upon a state’s behalf to spread disinformation, disrupt critical services or seek advantage during times of increased tension. In times of conflict, vulnerabilities in cyberspace could be exploited by an enemy to reduce our military’s technological advantage, or to reach past it to attack our critical infrastructure at home. 

Cyberspace is already used by terrorists and extremists to spread propaganda, radicalise potential supporters, raise funds, communicate and plan. While terrorists can be expected to continue to favour high-profile physical attacks, the threat that they might also use cyberspace to radicalise vulnerable people to facilitate or to mount attacks against the UK is growing. The UK government judges that the threat will continue to grow, especially if terrorists believe that the UK national infrastructure may be vulnerable (the recently published CONTEST strategy sets out the approach to terrorism including Prevent). 

The threat to the UK from politically motivated activist groups operating in cyberspace is real. Attacks on public and private sector websites and online services in the UK orchestrated by ‘hacktivists’ are becoming more common, aimed at causing disruption, reputational and financial damage, and gaining publicity. 

All these different groups – criminals, terrorists, extremists, foreign intelligence services and militaries – are active today against the UK’s interests in cyberspace. But with the borderless and anonymous nature of the internet, precise attribution is often difficult and the distinction between adversaries is increasingly blurred.

Information risk management regime

It is best practice for an organisation to apply the same degree of rigour to assessing the risks to its information assets as it would to legal, regulatory, financial or operational risk. This can be achieved by embedding an information risk management regime across the organisation, which is actively supported by the university executive management, board, senior managers and an empowered Information Assurance (IA) governance structure.

Defining and communicating the organisation’s attitude and approach to risk management is crucial. Institutions’ executive management and boards may wish to consider communicating their risk appetite statement and information risk management policy across the organisation to ensure that employees, contractors and suppliers are aware of the organisation’s risk management boundaries.

What is the risk?

Risk is an inherent part of doing business. For any organisation to operate successfully it needs to address risk and respond proportionately and appropriately to a level which is consistent with the organisation’s risk appetite. If an organisation does not identify and manage risk it can lead to business failure.

· Establish a governance framework Enable and support risk management across the organisation.
· Determine your risk appetite Decide on the level of risk the organisation is prepared to tolerate and communicate it.
· Maintain the board’s engagement with cyber risk Make cyber risk a regular agenda item. Record cyber risks in the corporate risk register to ensure senior ownership.
· Produce supporting risk management policies An overarching corporate security policy should be produced together with an information risk management policy.
· Adopt a lifecycle approach Risk management is a whole life process and the organisation’s policies and processes should support and enable this.

Secure configuration

By putting in place corporate policies and processes to develop secure baseline builds and manage the configuration and the ongoing functionality of all ICT, organisations can greatly improve the security of their ICT systems. Good corporate practice is to develop a strategy to remove or disable unnecessary functionality from ICT systems and keep them patched against known vulnerabilities. Failure to do so is likely to result in increased exposure of the business and its ICT to threats and vulnerabilities and therefore increased risk to the confidentiality, integrity and availability of systems and information.

What is the risk?

Establishing and then actively maintaining the secure configuration of ICT systems should be seen as a key security control. ICT systems that are not locked down, hardened or patched will be particularly vulnerable to attacks that may be easily prevented:.

· Develop corporate polices to update and patch systems. Establish and maintain policies that set out the priority and timescales for applying updates and patches.
· Create and maintain hardware and software inventories. Use automated tools to create and maintain inventories of every device and application used by the organisation.
· Lock down operating systems and software. Create a baseline security build for workstations, servers, firewalls and routers.
· Conduct regular vulnerability scans Run automated vulnerability scanning tools against all networked devices at least weekly and remedy any vulnerability within an agreed time frame.
Network security

Connecting to untrusted networks (such as the internet) exposes corporate networks to attacks that seek to compromise the confidentiality, integrity and availability of ICT and the information they store and process. This can be prevented by developing policies and risk management approaches to protect corporate networks and by applying security controls that are commensurate with the risks that have been identified and the organisation’s risk appetite.

What is the risk?

Corporate networks need to be protected against both internal and external threats. The level to which networks are protected should be considered in the context of the organisation’s risk appetite, risk assessment and corporate security, acceptable use and monitoring and filtering policies.
· Police the network perimeter. Establish multi-layered boundary defences with firewalls and proxies deployed between the untrusted external network and the trusted internal network.

· Protect the internal network. Prevent any direct connections to external services and protect internal IP addresses.

· Monitor. Use intrusion monitoring tools and regularly audit activity logs.

· Test the security controls. Conduct regular penetration tests and undertake simulated cyber-attack exercises

Managing user privileges

It is good practice for an organisation to manage the access privileges that users have to ICT, the information it holds and the services it provides. All users of ICT systems should only be provided with the privileges that they need to do their job. This principle is often referred to as ‘Least Privilege’. A failure to manage user privileges appropriately may result in an increase in the number of deliberate and accidental attacks.

What is the risk?

Businesses and organisations should understand what access employees need to information, services and resources in order to do their job. Otherwise they will not be able to grant ICT system rights and permissions to individual users or groups of users that are proportionate to their role within the organisation:

· Establish effective account management processes. Manage and review user accounts from creation and modification to eventual deletion.

· Limit the number and use of privileged accounts. Minimise privileges for all users. Provide administrators with normal accounts for business use. Review the requirement for privileged accounts more frequently than standard accounts.

· Monitor all users. Monitor user activity, particularly access to sensitive information and the use of privileged accounts.

User education and awareness

Unfortunately the use made by employees of an organisation’s ICT brings with it various risks. It is critical for all staff to be aware of their personal security responsibilities and the requirement to comply with corporate security policies. This can be achieved through systematic delivery of a security training and awareness programme that actively seeks to increase the levels of security expertise and knowledge across the organisation as well as a security-conscious culture.

What is the risk?

Organisations that do not produce user security policies or train their users in recognised good security practices will be vulnerable to numerous risks:
· Produce a user security policy. Produce policies covering the acceptable and secure use of the organisation’s systems.

· Establish a staff induction process. New users should receive training on their personal security responsibilities.

· Maintain user awareness of the threats. All users should receive regular refresher training on the cyber risks to the organisation.

· Support the formal assessment of IA skills. Encourage relevant staff to develop and formally validate their IA Skills.

Incident management

All organisations will experience an information security incident at some point. Investment in establishing effective incident management policies and processes will help to improve resilience, support business continuity, improve customer and stakeholder confidence and reduce any financial impact.

What is the risk?

Security incidents are inevitable and they will vary in their business impact. All incidents need to be effectively managed, particularly those that invoke the organisation’s disaster recovery and business continuity plans. Some incidents can, on further analysis, be indicative of more severe underlying problems.

· Obtain senior management approval and backing. The board should lead on the delivery of the incident management plans.

· Establish an incident response and disaster recovery capability. Develop and maintain incident management plans with clear roles and responsibilities. Regularly test your plans.

· Provide specialist training. The incident response team should receive specialist training to ensure they have the skills and expertise to address the range of incidents that may occur

Malware prevention

Any information exchange carries a degree of risk as it could expose the organisation to malicious code and content (malware) which could seriously damage the confidentiality, integrity and availability of the organisation’s ICT on which it is hosted. The risk may be reduced by implementing security controls to manage the risks to all business activities.

What is the risk?

Malware infections can result in the disruption of business services, the unauthorised export of sensitive information, material financial loss and legal or regulatory sanctions. The range, volume and originators of information exchanged with the business and the technologies that support them provide a range of opportunities for malware to be imported.

· Develop and publish corporate policies. Produce policies to manage the risks to the business processes from malware.

· Establish anti-malware defences across the organisation. Agree a corporate approach to managing the risks from malware for each business area

· Scan for malware across the organisation. Protect all host and client machines with antivirus solutions that will automatically scan for malware.

Monitoring

Monitoring ICT activity allows businesses to better detect attacks and react to them appropriately while providing a basis upon which lessons can be learned to improve the overall security of the business. In addition, monitoring the use of ICT systems allows the business to ensure that systems are being used appropriately in accordance with organisational policies. Monitoring is often a key capability needed to comply with security, legal and regulatory requirements.

What is the risk?

Monitoring the organisation’s ICT systems provides the business with the means to assess how they are being used by authorised users and if they have been or are being attacked.

· Establish a monitoring strategy and supporting policies. Implement an organisational monitoring strategy and policy based on an assessment of the risks.

· Monitor all ICT systems. Ensure that the solution monitors all networks and host systems (eg clients and servers).

· Monitor network traffic. Network traffic should be continuously monitored to identify unusual activity or trends that could indicate an attack.

Removable media controls

Failure to control or manage the use of removable media can lead to material financial loss, the theft of information, the introduction of malware and the erosion of business reputation. It is good practice to carry out a risk benefit analysis of the use of removable media and apply appropriate and proportionate security controls, in the context of their business and risk appetite.

What is the risk?

The use of removable media to store or transfer significant amounts of personal and commercially sensitive information is an everyday business process but requires careful management:

· Produce a corporate policy. Implement policy to control the use of removable media for the import and export of information.

· Limit the use of removable media. Limit the media types that can be used together with user and system access and the information types that can be stored on removable media.

· Scan all removable media for malware. All clients and hosts should automatically scan removable media. Any media brought into the organisation should be scanned for malware by a stand-alone scanner before any data transfer takes place.

Home and mobile working

Mobile working offers great business benefit but exposes the organisation to risks that will be challenging to manage. Mobile working extends the corporate security boundary to the user’s location. It is advisable for organisations to establish risk-based policies and procedures that cover all types of mobile devices and flexible working if they are to effectively manage the risks. Organisations should also plan for an increase in the number of security incidents and have a strategy in place to manage the loss or compromise of personal and commercially sensitive information and any legal, regulatory or reputational impact that may result.

What is the risk?

Mobile working entails the transit and storage of information assets outside the secure corporate infrastructure, probably across the internet to devices that may have limited security features. Mobile devices are used in public spaces where there is the risk of oversight and they are also highly vulnerable to theft and loss.

· Assess the risks and create a mobile working policy. The policy should cover aspects such as information types, user credentials, devices, encryption and incident reporting.

· Educate users and maintain their awareness. Educate users about the risks and train them to use their mobile device securely by following the security procedures.

· Apply the secure baseline build All mobile devices should be configured to an agreed secure baseline build. Data should be protected in transit and at rest.


Jisc advice on Prevent

Jisc has been asked questions about the Prevent duty’s implications for ICT, which forms a small part of the Home Office guidance and states:

“Many educational institutions already use filtering as a means of restricting access to harmful content, and should consider the use of filters as part of their overall strategy to prevent people being drawn into terrorism.”

The Home Office guidance emphasises that the duty builds on existing good practice and doesn’t seem to call for significant changes: if organisations already use filtering to protect users from other types of harmful material it suggests they “consider” whether this can also contribute to their Prevent duty, but there seems to be no expectation that organisations will start to use filters just for this purpose.

There is a recommendation that the statutory duty be mentioned in IT policies. Although Jisc has not found any further guidance on this, it seems most likely that the duty would be one of the factors influencing organisations’ Acceptable Use Policies (AUPs), rather than a specific requirement on individual users. Many AUPs state their purpose as ensuring that ICT services are used to further the organisation’s education and research purposes, and in accordance with the law.

In this context our advice is that RHEBs should consider updating their Acceptable Use Policy to refer specifically to the organisation’s new legal duty to “have due regard to prevent people being drawn into terrorism”.

Institutions should also reference what is and is not permissible in the context of Prevent.

Jisc web filtering

Jisc provides access to a web filtering service which any organisation with a Janet Network connection is eligible to use. If that organisation has feeder (or business and community engagement - BCE) sites to which it provides connectivity, the feeder site would need to purchase its own site licence (subject to certain restrictions).
Jisc currently has a standard service that provides mandatory filtering against the Internet Watch Foundation (IWF) database and the Unlawful Extremist Content database made available by the home office. The current Jisc web filtering service is underpinned by RM’s SafetyNet product.

Web filtering and monitoring framework

Jisc has procured a web filtering and monitoring framework that offers industry leading, feature-rich solutions. It offers choice of architecture and use of features thereby enabling the adoption of different strategies for filtering and/or monitoring. The objective of the framework is to enable Jisc to offer a wider range of solutions from which the sector can benefit, saving it the costs of procurement, yielding individual preferential pricing and an aggregated discount. This will also include institutions that already have solutions available via the framework, for their ongoing costs.

Online training

Jisc is constantly developing and enhancing a facilitated online course covering network filtering and monitoring. This multi-session online course looks at the drivers for filtering and monitoring, the underlying technology, the tools and services available, the impact of all of these on an organisation, and includes sector-specific feedback from members.

Other Jisc security services

· Explore the security support available to those connected to the Janet Network https://www.jisc.ac.uk/network/security

· Janet computer security incident response team (CSIRT) https://www.jisc.ac.uk/csirt

· Web filtering and monitoring framework https://www.jisc.ac.uk/web-filtering

· Mailer shield https://www.jisc.ac.uk/mailer-shield

· Email advice and testing https://www.jisc.ac.uk/email-advice

· Blacklists and whitelists https://www.jisc.ac.uk/blacklists

· Jisc certificate service https://www.jisc.ac.uk/certificate-service

The Jisc security portfolio is constantly expanding so please check regularly for new services and frameworks.

Other information

Other useful websites including UCISA Model Regs and Safe Campus Communities:

· http://www.safecampuscommunities.ac.uk/

· ucisa.ac.uk/modelregs

· https://community.jisc.ac.uk/library/acceptable-use-policy 

· https://community.jisc.ac.uk/library/janet-policies/security-policy 

· https://community.jisc.ac.uk/library/janet-policies/eligibility-policy 

For furthermore detailed information and publications please follow:

· https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/395716/10_steps_ten_critical_areas.pdf 


Detailed cyber security information and advice across 10 critical technical and procedural areas.

· https://www.gov.uk/government/publications/10-steps-to-cyber-security-advice-sheets 


